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Summary. The method to reveal the assembling of
media-data based on wavelet decomposition with the
analysis of frequency components of signd
decomposition is proposed.
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INTRODUCTION

The task to improve methods of digital
signal processing in general, and methods of
reveading the objects of media-data
modification in particularly is one of the most
important tasks in many fields of science and
engineering: forensic science, images, video
and sound processing, data confidentiality and
so on. In this case this work is very relevant
because the spheres are being widened due to
new methods. The methods of revealing,
introducing a new theoretical and algorithm
basis, using new reveal methods at the level of
apparatus and programmed means which
support a computing process[17, 18].

The tasks to evaluate the authenticity are
one of the most important tasks in forensic
science expertise. Rapid development of
methods to evaluate the authenticity of a
digital signal has given the rise to a great
number of different approaches and algorithms

to solve the tasks in this field for the latest 10
years[1, 5, 6, 19].

Proposed methods and algorithms in the
most cases have eureka nature and use this or
that statistic peculiarity of adigital signal. Asa
rule, such statistic peculiarities are the result of
empirical facts and regularities which seldom
clam to be enough general, universa by
nature [9, 10, 18, 20].

Practically there are no approaches
solving the tasks concerning the evaluation of
digital signal authenticity on the basis of a
single physical model and consequently there
is no mathematical approach in references. At
the same time the construction of stable
algorithms for authenticity evaluation, their
checking, testing and solving of return tasks
demand to create and develop consecutive
physical and mathematical models of digital
graphical signals.

Anayzing the regularities in a signal
there is a possibility to evaluate data unity on
the basis of the anaysis and to single out
characteristic  features  of  regularities
characteristic the device of signa formation.
Creation, encoding and presentation of multi-
media data constitute a unique signal with
definite statistic characteristic features. [7, 8,
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12]. The analysis of this signal for the purpose
of its characteristics changes is the basis for
conducting the research to reveal its
modifications [3, 4, 16]. To guarantee that
received data haven't been processed by
proper people it is necessary to evaluate given
characteristics identifying each of the steps,
receiving, initial encoding, channels encoding,
and transmission. Each of theses stepsasarule
brings unique components to an exit signal and
these components are the pat of the
authenticity system.

METHODS OF RESEARCH

Raster graphic files as the elements of
media-data are considered in this work.

In our research we take into account such
main characteristics of researched methods in
order to reveal the modifications of images as:
versions, possibilities regarding space and
large-scale change, localization of geometrical
sizes and objects coordinates, noise resistance,
localization and revealing signal properties,
availability of fast computing algorithms,
adaptation to peculiarities of analyzed data.

Specific methods are used to reved
computing complexes of signal processing in
the form of media-data in compounds, they are
also used to reveal the availability of great
demands to their adaptation, noise resistance,
work speed and the possibility of a data multi-
profile analysis. And a specific of applied
methods requires the development of a new
method which meets above-mentioned
requirements. According to all thisthe analysis
of modern methods to revea the objects of
artificial  origin have been done, their
classification have been performed, their main
advantages and drawbacks have been revealed.

On the basis of carried out analysis the
evaluation method of media-data authenticity
has been proposed, it has been based on the
wavel et-analysis means and has been aimed at
signal complex processing including: defining
the best decomposition basis, wavelet filtration
by adaptive thresholds, division into the fields
of probable location of searched objects,
singling out characterized space and large-
scale properties and vectors signs, the initial

classification, and also making classification
more precise by using afractal analyzer.

Synthesize the revealing procedure of
vectors characteristic features of objects
analyzed graphical signals on the basis of
wavel et-analysis means.

Wavelet transformation is a presented
signal invariant regarding a (shift) change. At
every scale s at the function shift f(t) by
value r, wavelet coefficients WF (u,s) are

also shifted by r. Shift takes place, occurs
naturally and separately singled out wavelet
maximums generated by the peculiarities of an
analyzed signal. Such a property allows us to
build much simpler and fast-acting revealing
and classification algorithms than in the case
when a transformed signal depends on the
location of its structures.

The property of invariant wavelet
transformation comes from its interpretation as
operation of convolution:

)=

vvr(u,S)=ft//s(U)=>3(:t):f(t S

—r
=W (u,s)= f *y(u)=WF(T -7

In this case there is one problem. It is
error accumulation in shear on a uniform
discrete net. If a sample pitch is small the
convolution indications (1) are approximately

approaching a the function shift f (t),
however resulted discrete net for W, f (u,s) can
not coincide by indications with the net W, f
(u,8). The only way out of this situation is to
use adaptive schemes of a sample when a
discrete indication grate is automatically
shifted in a signal shear changing by this the
location of wavelet coefficients, and
respectively the location of their loca
maximums.

Wavelet transformation is able to focus
on the local structural signals with the help of
approaching and distancing procedures based
on the alteration of large-scale transformation
parameters. At the same time it is known, that
these are peculiarities and rough structures
which contain main information about a
signal, that is particularly those peculiarities
on the basis of which different objects
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presenting in signals can be identified as
assembling elements.

To characterize  structures  with
peculiarities (ruptures, regularity disturbance,
space-frequency composition and so forth)
logically it is necessary to define exact
importance of signal smoothness at time
intervals and at any point with the help of
Lipshitsindex [2].

If f(t)has a peculiarity at t=v, which
means that the function un-differentiated at
this point, Lipshitsindex at t =v characterizes
function singled behavior. In such a case,
Lipshitsindex having the valuea <1 a the point
v allows defining the peculiarity nature.

And vice versa, if f(t)satisfies Lipshits
uniform conditions a > min the vicinity of v ,
so it is by all means m times continuously
differentiated in this vicinity.

For points on the surface of wavelet

transformation  let's  rewrite  Lipshits
smoothness condition as an inequality:
WE (u,s) < As*'2. (2)

To define exact value of Lipshits index
let's take the logarithm of both parts of an
inequality 2:

log, W (u, s) < log, A+(a+%jlog2 s. (3)

Lipshits smoothness in this case is
determined by maximum inclination

l0g,WF (u) as the function 992 Salong the
line of maximums converging toV, or point-
wise according to the following formula:

s log,WF (u,s)-log, ALl
log, s 2

(4)

As a result we can come to the
conclusion that the usage of wavelets
maximums as an “element” of local
smoothness f(t)is an effective mean
allowing us to receive additional information
characterizing an analyzed object.

Besides, the singling out of module
wavelet coefficients maximums automatically

singles out not only the disturbance of signal
local smoothness but allows localizing the
peculiarities of function f (t), and aso allows

defining their nature, character.

Signal peculiarities are singled out by
means of abscess finding out in which
maximums of module coefficients wavelet
transformation at a small scale are converged.
The ability of wavelet transformations to
single out peculiarities is reveaed at its
interpretation as multi-scaled differentiated
operator. It is proved in [2] that if wavelet

—(—1\"pn)
v =(-1"'0"as N zer0 moments and a
compact carrier, the wavelet transformation

Wi(u,9) can be re-written by the following
way:

W (u,s) =y (u), (5)

70-v( )
As w(t)= (1 d(T"m then:

where;

d"0,(t)
dt”

( #8,)u).

W (u,s) =s"f *

(6)

=g"

dn
du"

If analytical wavelet has only one zero
moment, maximums wavelet transformations

are interpreted as maximums of the first-order
derivative of function f(t), smoothed out by

the nucleusé,. These are maximums which

define the location of ruptures and signal
differences. If analytical wavelet has two zero
moments, the maximums of module wavelet
transformations correspond to the greatest
curvatures.

Besides the wavelet maximums locations
allow localizing the differences of an analyzed
signal. Some segment boundaries can change
their location or they can completely disappear
with the alteration of large-scale signd
presentation that is with the motion along the
structure of decomposition / restoration.
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Naturally the boundaries of an object
outline  C(u,s),presented by  wavelet
coefficients of a peak amplitude “are seen” on
a great number of scales. The boundaries
presented by the coefficients of small
amplitude are only seen on a limited number
of scales. So, as an additional object or a
segment characteristic feature it is possible to

.k
single out its scale limit Jma, that is the
number of decomposition level where the
outline is disappearing or converging.

Such a given parameter additionally
characterizes the sizes of an analyzed objects
and multi-scaled wavelet transformation
reaction influencing it. To use this feature as a
limit also permits additionally to divide the set
of standard objects by the limits of their scale
visibility.

Such features of materna wavelet
functions as a number of zero moments and
the carrier width play extremely important role
for localization and singling out signals
peculiarities.

The mgjority of wavelet functions have a
compact carrier that is some interval (a,b), for
which V¥, ¢(a,b)= w(t)=0is performed.
However, if wavelet hasn’t this property, the
interval with smearing boundaries is defined
where w(t)~0 and on which the carrier can
be considered to be compact. The carrier width
defines sizes of frequency-time (slot) window
formed by wavelet in the time range.

Different wavelet functions have various
numbers of zero moments. It is said that
wavelet y(t) has n zero moments if for any
k < n thefollowing condition is performed:

Ttkt//(t)dt =0. 7)

Wavelet with n zero moments is
orthogonal to a polynomial of degreen—1, and
thisvalue n defines the wavelet sensitivity to
asignal irregular polynomia components.

If an analyzed signal f(t) has a feature

at the point t, and if t, is inside of the

cariery (t)=2"'y(27t-n), so wavelet
coefficients (f,y; ) havegreat amplitude.

The size of a carrier function and a
number of zero moments are a priori
independent. However, limits put on
orthogonal wavelets mean that if wavelet

function v as P 2ero moments, so the least

carrier exists which is equal to2P—1. For
example, Dobeshi Wavelets are the most
optimal in this sense because they have a
carrier minimum size at a given number of
zero moments.

If f(t) has some isolated features,
peculiarities and the interface is very smooth
between them in this case it is necessary to
choose wavelet with more number of zero
moments in order to receive a great number of

small wavelet coefficients (f,y ). If density

of features is increasing, so it is better to
reduce the size of the carrier due to the
reducing of a number of zero moments.

Naturally, there is no single, unique
basis which isideally corresponding to present
al types of signals. Moreover, it is rather
difficult to define what type of wavelet
functions is better to be used for one particular
analyzed signal. Such a feature of used
theoretical base creates some difficulties,
however, if it is correctly, professionally used
it gives the posshility to adapt to the
maximum signals wavelet  presentation to
their physical essence [2].

Considered approach allows singling out
the differences of an analyzed signal, and also
the outlines which are on the objects images.
While doing investigations the statistical
characteristic features of singled out objects
outlines have been evaluated. Singled out
features permit uniquely to determine
geometrical features of objects, their scaled
“visibility”, allow singling out the composition
of signa features and their nature (character)
depending on the nature of analyzed signal.
To improve singling out the signal features
connected with assembling the filtration on the
basis of a fractal analyzer according to the
algorithm has additionally been done [2].
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RESULTS OF RESEARCH

A number of experiments to check the
creation of an approach to revea the
assembling of digital images have been done.

During the experiments model signals
the features of which are approaching to the
maximum to the features of researched
processes have been synthesized. Signa
modeling have been performed in Simulink
area of Matlab packet by means of simulation
of digital device recording graphical signals on
the basis of algorithms choice characteristic to
the operations of transformation analogue
graphical signal into digital one.

Modeling of characteristic feature
(singularity) has been done on the basis of the
following propositions. Time extent of
singularity Z'«, connected with assembling is a
random quantity having uniform distribution at
interval [tj,tmj. Singularity height is also a
random quantity having uniform distribution at
interval [aj ,b; J

During the process of model signal

formation the time intervaAt=t;, —t,,

contains singularity and takes values from 2
till 120, and the height of singularities

¢:.j»1 =13 takes the value beginning with the

level of background (hum) variations and
ending with the value exceeding background
level twice.

Researches to evaluate the effectiveness
on the basis of models of man hum
(backgraound) and the object have been done.
Necessary parameters and  corresponding
criteria of evauation to fulfill the effectiveness
analyses have been considered. The research
methodic based on the features of proposed
revealing method is presented. It is stated that
in order to determine the vaues of
identification quality and to caculate the
features of finding out the assembling of digital
graphical signal instead of the values signal-to-
noise ratio (in this case it is possible to speak
about the relation “hum-to-signal ratio) here
advisably to use ratio of singularity square to
window square, that is Sc/S window.

Testing the proposed theoretical
statements 6 main types of digital images

assembling have been considered with the
exception of the replacement of a recording
mechanism print (which has been considered
apart). Looking at a given drawing (Fig.) we
can see that average probability for different
types of assembling to reveal modifications of
digital signal (DMYS) is more than 95% and it
is achieved already for signals with ratio
signal-to-noise more than 15 dB.

It permits to come to the conclusion that
for the truth of a signal the most important
signal features are those which are singled out
on the basis of model detailed components.
Besides it proves the universality regarding to
different variants of digital images
modifications, high  noise resistance
(immunity), and performance in terms of error
probability, the method of revealing and its
high efficiency for signals with quality “lower
than average"has been proposed.

Probability of revealing
1
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Fig. Graph of dependence of average probability for
revealing the features in the assembling area against
“signal-to-noise” ratio of digital image

== " " mode without fractal analyzer,
model with fractal analyzer

CONCLUSIONS

1. Methods and means used in modern
practice to evaluate the authenticity don't
provide the guaranteed revealing traces of
digital processing of digital media-data and the
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identity between digital graphical signal and
the device of its formation.

2. While carrying out the research the
model to reveal the assembling of digital
image by means of evaluation the distribution
of outlined features in the structure of digital
image on the basis of maximum wavelet
decomposition has been developed, this model
proved its efficiency in the process of creation
the system for revealing assembling image.

3. Algorithms of singularity
classification characteristic to the assembling
in the structure of digital graphica signal have
been developed and investigated. On the basis
of model signals processing it is shown that
the developed agorithm permits to revedl
large-scale singularity with the probability of
amplitude 0, 98, exceeding background level
by 1, 1 times.
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BBIAABJIEHUE MOHTAXA ITM®POBBIX
M30BPAXKEHWI HA OCHOBE AHAJIM3A
MAKCHUMYMOB KODOUILIMEHTOB BEMBJIET-
IMPEOBPA30OBAHUA

Eeeenuii benosepos

AHHOTanus. PaccMOTpeHBI  BONPOCHI  OLEHKH
MOJUTMHHOCTH IU(POBHIX n300pakeHnid. B kadecTse
2JIEMEHTOB  OIIEHKM  IOMJHMHHOCTH  TPEIJI0KEHO
UCIIOJIb30BaTh CTPYKTYpPHBIE 0COOEHHOCTH
M300pakeHUH Pa3IMYHOM (GOPMBI U MPOTHKEHHOCTH,
CBSI3aHHBIE C YCTPOMCTBOM 3alHCH HM300paskeHusl.
PaccMoTpeH ~ MeTonq  BBISIBIEHHS — CTPYKTYPHBIX
0coOCHHOCTE Ha OCHOBE BEHBIIET-IEKOMITO3HLIUH
curHana. [IpeanmoxkeH MeTON BBIIBICHHS MOHTaXa
MeIua-IaHHbIX, OCHOBAHHBIM Ha aHaJM3€ YaCTOTHOM
COCTaBIIAIONICH BEHBIIET-IEKOMIIO3UITIH N300pasKeHHS.
KnrwoueBrie claoBa: MeIua-CUTHAaJI, BEUBIET
JIEKOMITO3UIIN, MOHTaX, nH(pOpPMANOHHbIE
TCXHOJIOTHUH.



